Oracle FLEXCUBE Password Change
Oracle FLEXCUBE Investor Servicing
Release 14.7.6.0.0
[October] [2024]

ORACLE
FINANCIAL SERVICES




1.

Table of Contents

ABOUT THIS MANUAL . ...ttt ettt ettt et e et e et e e st e e e eba e e sbeeeebae e sbeeeabeeeabeeesbeeesbeeesbeeesbeeereeas 1-1
1.1 TR 2{0] 510 o4 1 (o] N RO 1-1
1.2 F O 5] =1 N ol =TT 1-1
1.3 ORGANIZATION ..ottt b bbb bbb bbb bbb bbbt b bt 1-1
1.4 RELATED DOCUMENTS ....ttiie i ittt e eteee e s ettt e e e ette e s s bt e e e s ebbeseseabeeessabteeeasbbaeesssbeeessabeeesaabbesssnbeessssbanessnbeesssnrnas 1-1

ORACLE FLEXCUBE PASSWORD CHANGE.........o oottt 2-1
2.1 TN 0] 0] o (0] 2-1

CHANGING PASSWORDS IN ORACLE WEBLOGIC ..ottt 3-1
3.1 TN 0] 0] o [0 3-1
3.2 CHANGING HOST SCHEMA PASSWORD ......ueeiiiitiiieiittiiesiitteeeeitteesseatesesssteessssesssssssessssssessssssessssssssssssssessesnns 3-1

321 PIEIEOUISITES ...ttt ettt ettt bt b et b bbb e bt s bt b bbb e e b nne e 3-1

322 Changing HOSt SChEMa PaSSWOIT ...........coiiiiiiiiiiieeieireeese bbb 3-2
3.3 CHANGING SCHEDULER DATA SOURCE PASSWORD .......cvviiiiiiiic it e st e ettt e e etvee e e etee e e eareeeseareeessnbeeeeenes 3-5

331 PIEIEOUISITES ...ttt bbbt e bt et b e bt e bt bbbt sb et eb e nr et eb e e e b nne e 3-5

3.3.2 Changing Scheduler Data SOUICE PaSSWOIT ..........ccoeiiiriiiiiriiieiiseeieseeee s 3-6
3.4 CHANGING GATEWAY DATA SOURCE PASSWORD.......cciitiiieiitiieeiiieeeeitieeeeitteeesetteeeastteeessesnesssssseessesbeeesanns 3-8

34.1 L =T =0 0T (=TSRSS 3-8

3.4.2 Changing Gateway Data SOUICE PaSSWOIU .........cceiviieeiieiieiiestie e st ese e ee e e e steeseesnee s e sreenneens 3-9



1. About this Manual

1.1 Introduction

This manual explains the method of changing the passwords in Oracle FLEXCUBE data sources
and the servers associated with it.

1.2 Audience

This manual is intended for the following User/User Roles:

Role

Function

Implementers

Installation and implementation of Oracle FLEXCUBE

System Administrators | System administration

1.3 Organization

This manual is organized into the following chapters:

Chapter 1 About this Manual acquaints you quickly with the purpose, organization and
the audience of the manual.

Chapter 2 Oracle FLEXCUBE Password Change gives an outline of the processes
involved in changing the passwords of various data sources.

Chapter 3 Changing Passwords in Oracle WebLogic describes the method of changing
data source passwords from Oracle WebLogic application server.

1.4 Related Documents

Oracle FLEXCUBE Installation Guide
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2.1

2. Oracle FLEXCUBE Password Change

Introduction

This chapter explains the process of changing the passwords of data sources associated with
Oracle FLEXCUBE.

You will find the methods to change the passwords of the following components:

Oracle FLEXCUBE Host Schema
Scheduler Data Source

ELCM Data Source

Gateway Data Source

Branch Data Source

The following diagram briefs the steps involved in changing the passwords of the above
components.
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3. Changing Passwords in Oracle WebLogic

3.1 Introduction

This chapter describes the method of changing data source passwords from Oracle WebLogic
application server.

3.2 Changing Host Schema Password

This section explains the method to change the password of Oracle FLEXCUBE Host schema.

If you change the host schema password, you also need to change the passwords of the data
sources pointing to the host schema.

3.2.1 Prerequisites

Before you change and test the passwords of the data sources, ensure that the following
activities are completed:

1. Determine the downtime for the password change and test activities.
2. Inform all concerned users and groups.

3. Ensure that all users have logged out of Oracle FLEXCUBE system.
4. Stop Oracle FLEXCUBE application.
5

Stop the target server to which the data sources point. To stop the target server, follow the
steps below:

e Login to Oracle WebLogic application server
e Go to Home > Environments > Servers
e Select and stop the server by clicking ‘Stop’ button.

This completes the prerequisites.
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3.2.2 Changing Host Schema Password

You need to test whether the data source password change was successful. Follow the steps
given below.

1. Login to Oracle WebLogic application server

2. Goto Home > Services > Data Sources. You will notice a table that contains the list of all
data sources created in the application server.

3. Click the data source jdbc/fcjdevDS.

4, Select ‘Connection Pool tab.

ORACLE WebLogis Server® mammsemion comeo = @ o]

&) Home LogOut Prefersnces

Change Center Record Help Q Welcome, weblogic ‘ Connectzd to: base_domain

View changes and restarts Home >Summary »FCUBDS

Configuration editing is enabled. Future Settings for FCUBDs.

changes wil sutomaticaly be activated s you

madify, add o delete items in this domain Configuration | Targets | Monitoring | Control | Security | Notes

Domain Structure General | Connection Pool | Orace | ONS | Transaction | Diagnostics | Identity Options
base_demain -

B-Environment Save

~-Deployments

F-Services The connection poal within 2 JDBC data source contains a aroup of JDBC connections that applications reserve, use, and then retum to the paol, The connection pool and the connections within it
IMessaging are created when the connection pool is registered, usually when starting up WebLogic Server or when deploying the data source to a new target,
~-Data Sources
~Persistent Stores Use this page to define the configuration for this data source's connection pool,

~Foreign JNDI Providers
~Work Contexts

XML Registries 45 URL: jdbe-oracle-thin-@10.184 74 142-1521 KERDEV3
=XML Entity Caches
~3COM

~Mail Sessions

~Fi T3 =]

] Driver Class Name:

oracle jdbc. OracleDriver

How do L.. a
@] Properties:
« Configure testing options for 2 JDBC data 2ser=FC1131IUT =
saurce

« Configure the statement cache for a JDBC
connection pool

+ Configure redential mapping for a JDBC data

source =

System Status = System Properties:

Health of Running Servers

I FalkdC
Critical
Overloa
wiarning (0}

I O (2) 5 Password:

=

Confirm Password: seeserersesersnned

5. Change the password. Use the following fields:

Password

Specify the new password.

Confirm Password

Specify the new password again.
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6. Click ‘Save’.

7. To test the data source, select ‘Monitoring’ tab and select ‘Testing’ tab under it.

ORACLE Waboge Sarvar® sammmraion commo T -]

Change Center @ Home Log Out Freferences [5] Record Help Q Welcome, weblogic | Corncted to: base_domai
View changes and restarts Home >Summary of JDBC Data Sources
Messages

Configuration editing is enabled. Future

changes wil automatically be activated as you o Test of FCUBDs on server ManagedServer was successful.
modify, add or delete items in this domain.

Settings for FCUBDs.

Domain Structure

hase_domain =l Configuration || Targets w Control | Security | Notes

-Environment Statistics

~Deployments

EServices

B
ess20nd Use this nage to test database connections in this TOBC data source.

~-Data Sources

i~ -Persistent Stores

~-Foreign INDI Providers

~~Work Contexts

~-XML Registries

~“XML Entity Caches

{ Customize this table

& Test Data Source (Filtered - More Columns Exist)

~§COM I Showing 1to 1of 1 Previous | Next
~Mail Sessions
—FileT3 5 Server State

How do I... =] ) | Managedserver Running

« Test JDBC data sources Showing 1to 1of 1 Previous | Next
« Configure testing options for a JDBC data
source

System Status =
Health of Running Servers

[ Fakd®
[ critical @)
[ Overbaded ()
[ wamng(@

I - ()

8. Select the target server and click ‘Test Data Source’.

9. The screen displays a message confirming successful testing.

ORACLE WebLogic Server® Administration Console

Change Center @ Home Log Out Preferences Record Help | Q,

View changes and restarts Home =Summary of IDBC Data Sources
Messages

Configuration editing is enabled. Future

changes will automatically be activated as you 4 Test of FCUBDs on server ManagedServer was successful,
modify, add or delete items in this domain.

Settings for FCUBDs
Domain Structure

base_domain N Configuration | Targets | Momitoring | Control | Security | Motes
GH-Environment
--Deployments
Eh-services

[F-Messaging

~-Data Sources
~~Persistent Stores
F--Foreign JMDI Providers
Work Contexts

XML Registries

~"¥ML Entity Caches

Statistics | Testing

Use this page to test database connections in this JDBC data source,

[ Customize this table

1= Test Data Source (Filtered - More Columns Exist)

-§COM
~-Mail Sessions
~—Fil= T3 j Server
How do L.. = O | Managedserver

« Test JDBC data sources

10. Once you get the message, restart the application server.

11. Start Oracle FLEXCUBE.

12. Log in to Oracle FLEXCUBE. Launch a summary screen or execute a simple transaction to
test.

Try the above process in UAT or any other test environment before you change the
password in a production environment.
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Changing Password in Decentralized Setup

You need to change the branch schema password for a decentralized setup of Oracle
FLEXCUBE. Follow the steps given below:

1. In Oracle FLEXCUBE Investor Servicing Installer, load the existing property file. Go to the
step where you can define the branch properties.

r b

[£] Oracle FLEXCUBE Universal Installer = | S |-

Oracle FLEXCUBE Investor Servicing ORACLE

Database Installation
Provide schema details.

Hame Value
Username installer
Password I TTTIITTITL]
Connect String testdb
IP Address 10.10.10.10
Port 1521

Test Connection

Log Back Next Exit

b

2. You need to modify the following field:

Password

Specify the new password for the branch schema

Refer to the Installation Guide for further information on the following topics:
e Creating EAR file
e Loading and editing the property file
o Deploying EAR file

Try the above process in UAT or any other test environment before you change the
password in a production environment.
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3.3

3.3.1

Changing Scheduler Data Source Password

After changing the host schema password, you need to change the password of scheduler data
source.

Prerequisites

Before you change the password of scheduler data source, ensure that the following activities are
completed:

1. Determine the down time for the password change activity.

2. Inform all concerned users and groups.

3. Ensure that all users have logged out of Oracle FLEXCUBE system.
4. Stop Oracle FLEXCUBE application.
5

Stop the target server to which the data sources point. To stop the target server, follow the
steps below:

e Login to Oracle WebLogic application server
e GotoHome > Environments > Servers
e Select and stop the server by clicking ‘Stop’ button.

This completes the prerequisites.
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3.3.2 Changing Scheduler Data Source Password

You need to change the password of scheduler data source. Follow the steps given below.

1. Login to Oracle WebLogic application server

2. Goto Home > Services > Data Sources. You will notice a table that contains the list of all
data sources created in the application server.

3. Click the data scheduler source jdbc/fcjSchedulerDS.
4. Select Connection Pool tab.

ORACLE Webtoge server® mammarm com = @ O

Change Center @ Home Log Qut Preferences [&] Record Help Q Welcome, weblogic | Cornected to: base_domai
e T Home >Summary of JDBC D <5 >FCUBS_SchedulerDs
Configuration editing is enabled. Future Settings for FCUBS_SchedulerDs
changes wil automatically be activated as you
mecify, add or delete items in this domain. e jon | Targets | Monitoring | Control | Security || Notes
Domain Structure General | Conmection Pool | Orace | ONS | Tramsaction = Diagnostics | Identity Options
base_domain [=]
HEnviranment LS
~-Deplayments
“Services The comnection pool within & JDBC data source cantains & graup of JDBC connections that applications reserve, use, and then return ta the pol. The connection pool and the connections within it
BF-Messaging are created when the connection pool is registered, usually when starting up WeblLogic Server or when deploying the data source to a new target.
~Data Sources
~Persistent Stores Use this page to define the configuration for this data source's comection pool

~Foreign JNDI Providers
~\Wark Cantexts

XML Registries | | aQumu idbc:cracle.thin@10.184.74.142.1521 KERDEV3 The -‘—‘j“n;:};;ﬂ%f to connect to. The format of the URL varies by JDBC
XML Entity Caches - -
--jcomM

“all Sessians @) Driver Class Name: oracle jdbc xa.client. OracleXADataSource

e T3 =

How do L. a
5] Properties:
« Configure testing options for a JDBC data user=FC1131IUT =
source
« Configure the statement cache for a JDBC
connection pool
« Configure credential mapping for a JDBC data
saunce I
System Status g System Properties:
Heslth of Running Servers
I Faied (3)
@] Password: sesessesesnasened C driver ating physica

Confirm Password: sssesccssssescsnes

5. Change the password. Use the following fields:

Password

Specify the new password.

Confirm Password

Specify the new password again.
6. Click ‘Save’.
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7. To test the data source, select ‘Monitoring’ tab and select ‘Testing’ tab under it.

Change Center
View changes and restarts
Canfiguration editing is enabled, Future

changes will automatically be activated as you
medify, acd or delete items in this domain.

Domain Structure
base_domain
E--Environment
“-Deployments

-5
B-Messaging

~-Data Sources
~Persistent Stores
~-Foreign JNDI Providers
~“ark Contexts

~-XML Registries

~¥ML Entity Caches
~-jCOM

~Mal Sessions

e T3

ces

« Test JOBC data sources

+ Configure testing options for  JDBC data
source

How do L. =]

ORACLE weblogic Server® Administration Cansole

@ Home Log Out Preferences [&] Record Help

Home »Summary of JDBC Data Sources

Messages

« Test of FCUBS_SchedulerDS on server ManagedServer was successful.

Settings for FCUBS_SchedulerDS

Conficuration | Targets cm\ Searity || Notes

Use this page to test database connections in this JDBC data source.

 Customize this table

Test Data Source (Filtered - More Columns Exist)

Welcome, weblogic ‘ Comnected to: base_domai

Showing 1to 1of 1 Previous | Next

Server

State

© | Managedserver

Running

Showing 110 1of 1 Previous | Next

Health of Running Servers

[ Faledf)
I criteal (o)
[ overloaded (@
I waming{Q)
I O« (%)

System Status [=]

8. Select the target server and click ‘Test Data Source’.

9. The screen displays a message confirming successful testing.

Change Center

View changes and restarts

Configuration editing is enabled. Future
changes will automatically be activated as you
modify, add or delete items in this domain.

Domain Structure

base_domain
EF-Environment
--Deployments
EF-Services
[H-Messaging

--Data Sources
~~Persistent Stores
--Foreign JMDI Providers
~Work Contexts
~-¥ML Registries
~"¥ML Entity Caches
~-JCOM

~"Mail Sessions
~File T3

How do L..

« Test JDBC data sources

o

ORACLE WeblLogic Server® Administration Console

@ Home Log Qut Preferences Record Help | Q

Home =Summary of JDBC Data Sources

Messages

4 Test of FCUBS_SchedulerDS on server ManagedServer was successful,

Settings for FCUBS_SchedulerDs

Configuration

Statistics | Testing

Use this page to test database connections in this JDBC data source,

[ Customize this table

Test Data Source (Filtered - More Columns Exist)

Targets | Monitoring

Control | Security | MNotes

Server

O | Managedserver

You need to change the branch schema password after the above steps. Refer to the section
‘Changing Password in Decentralized Setup’ for information on changing the branch schema
password from Oracle FLEXCUBE Investor Servicing Installer.

Try the above process in UAT or any other test environment before you change the
password in a production environment.
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3.4

3.4.1

Chanqging Gateway Data Source Password

If you change the host schema password, you also need to change the gateway password.

Prerequisites

Before you change the gateway password, ensure that the following activities are completed:

1. Determine the down time for the password change activity.

2. Inform all concerned users and groups.

3. Ensure that all users have logged out of Oracle FLEXCUBE system.
4. Stop Oracle FLEXCUBE application.

5

Stop the target server to which the data sources point. To stop the target server, follow the
steps below:

e Login to Oracle WebLogic application server
e Goto Home > Environments > Servers
e Select and stop the server by clicking ‘Stop’ button.

This completes the prerequisites.
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3.4.2 Changing Gateway Data Source Password

You need to change the password of Gateway data source. Follow the steps given below.

1. Login to Oracle WebLogic application server

2. Goto Home > Services > Data Sources. You will notice a table that contains the list of all
data sources created in the application server.

3. Select Gateway data source (FLEXTEST.WORLD).

4, Select ‘Connection Pool tab.

Ty, 500 O Tt TU=me T e Cmam.

< fon | Targets | Moritoring | Control | Security || Notes
Domain Structure
General | Connection Pool | Orace  ONS | Transacton  Diagnostics | Identity Options
base_domain -

B-Enviranment

Save

The connection pool within 2 JDBC data source contains a group of JDBC connections that applications reserve, use, and then return to the pool. The connection poel and the connections within it
are created ihen the connecton paol is registered, ususlly when starting up WebLagic Server or when deploying the date source to & new target

~-Persistent Stores ) .
- Foreign IND1 Proiders Use this page to define the configuration for this data source's comection podl,

e L jdbe-oracle-thin-@10.10.10.10:1010 KERDEV3 he URL of the database to connect to. The format of the URL by JDBC
ser.  More Info
|l Sessons 5] = @ orverdasshiame: oracle jdbc xa.client OracleXADataSource
Howdo L. 5

Properties:
+ Configure testing options for a JDBC data ] Properties
source user=FC1131TUT J

+ Configure the statement cache for & JDBC
connection pocl

+ Configure credential mapping for a JDBC data
source =

System Status =]

System Properties:
RS o Rixmmy Seavere B

| Failed (0)
| Critical (C
Overloaded (0)

g

[ Warning (0)

I < )

] Password: sessssssssssssssed

Confirm Password:

seersssasssssnnang
Initial Capacity: 1 The number of physi jons to create v g the connectior
pocl. More Info...
Maximum Capacity: 15 e maximum number of physical connections that this connection pool
1. More Info..,

5. Change the password. Use the following fields:

Password

Specify the new password

Confirm Password

Specify the new password again
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6. Click ‘Save’.
7. To test the data source, select ‘Monitoring’ tab and select ‘Testing tab’ under it.
8. Select the target server and click ‘Test Data Source’.
9. The screen displays a message confirming successful testing.
ORACLE Weblogic Server® Administration Console I
Change Center @ Home Log Out Preferences Record Help |
View changes and restarts ;: erl 3 :SF‘LE;T;;;r\;\I:(;gLBE = Sources »FCUBS_ELCMDs =Summary of JDBC Date Sources =F
Configuration editing is enabled. Future Messages
changes will automatically be activated as vou
modify, add or delete items in this domain, 4 Test of FLEXTEST.WORLD on server ManagedServer was successful.
Domain Structure Settings for FLEXTEST.WORLD

base_domain - Configuration | Targets Cnnlml Security | Notes
BH-Environment

~-Deployments Statistics

Eb-Services

[H-Messaging

~-Data Sources
~-Persistent Stores
r~-Faoreign JMDI Providers

|Use this page to test database connections in this JDBC data source,

--Work Contexts [ Customize this table

~-¥ML Registries [

—¥ML Entity Caches Test Data Source (Filtered - More Columns Exist)

--JCOM —I

~Mail Sessions

——File T3 j

Server State
How do IL.. =]
O ManagedServer Running

« Test JDBC data sources

» Configure testing options for a JDBC data
source

10. Once you get the message, restart the application server.

11. Start Oracle FLEXCUBE. Log in to Oracle FLEXCUBE and test whether the change was
successful.

Try the above process in UAT or any other test environment before you change the
password in a production environment.
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